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C O N N E C T E D  S E R V I C E  F R A M E W O R K  

CSF Handbook 

A quick implementation guide for MAPs and CPs 

   v 1 . 0  J u n e  2 0 2 6   P u b l i c  

1. What is the CSF? 

The Connected Services Framework (CSF) is an open peer-to-peer transport 

standard for the UK telecommunications industry, developed by the Telecom 

Technical Architecture Group (TAG). 

It carries industry process messages — initially Switching for Business 

(SforB) — directly between Managed Access Providers (MAPs) with no 

central operator in the message path. Every participant builds on the same 

internet standards: TLS 1.3, OAuth 2.0, DKIM signing (RFC 6376), and the 

JSON Asynchronous Messaging (JAM) envelope. 

Key properties 

● Free and open. No licensing fees. No per-message charges. No 

mandatory hub. 

● Distributed. Each MAP runs its own letterbox and publishes its own 

CP Registry. No single point of failure. 

● CP-controlled identity. The CP owns the DNS records that authorise 

a MAP to sign on its behalf — a CP can change MAP at any time by 

updating two DNS records. 

● JAM-compatible. The same envelope OTS and TOTSCo SforB CPs 

use today. 

This handbook is a practical guide for any MAP or CP thinking about 

implementing the CSF. It distils the spec into the questions you actually need 

answered before you start. The full normative reference is the CSF Master 

Document (part 1: Framework + part 2: Implementation); the standalone 

Onboarding & Testing Process is the hands-on companion. This handbook 

/Volumes/markdelo/AI_Projects_Mini_1/Connected_Service_Framework/branding/CSF-Onboarding-Testing-Process-v4-vibrant.docx


 
 CSF Handbook 

© 2025–2026 Telecom Technical Architecture Group (TAG). All rights reserved. Page 2 of 18 

does not cover the HMAP role (TOTSCo's hub-bridging participation) — see 

the TOTSCo HMAP Integration Guide for that.  

/Volumes/markdelo/AI_Projects_Mini_1/Connected_Service_Framework/branding/CSF-TOTSCo-HMAP-Integration-Guide-v4-vibrant.docx
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2. How it works 

2.1 CPs, MAPs, and MAP-of-1 

Communications Provider (CP) — the business that owns customers and 

originates or receives industry process messages. CPs do not exchange CSF 

traffic with each other directly; their MAP does it on their behalf. 

Managed Access Provider (MAP) — the operator that runs the CSF 

endpoints for one or more CPs. A MAP is everything CSF cares about at the 

transport layer: messages travel MAP to MAP. 

MAP of 1 — a CP that runs its own MAP infrastructure for itself only. 

Indistinguishable from a normal MAP at the transport layer; the difference is 

operational scope. A MAP-of-1 doesn't sell access to anyone else. 

N O T E  

: How a MAP integrates with its own CPs internally — portal, API, BSS 

integration, ticketing — is outside CSF scope. The CSF only specifies 

how MAPs exchange messages. 

2.2 The JAM envelope 

CSF messages are JAM envelopes carrying an industry process payload (e.g. 

an SforB businessSwitchMatchRequest). The envelope holds source / 

destination RCPIDs, correlation IDs, a test-traffic flag, audit data, and the 

message body. The CSF transport does not inspect the body — it's a bit pipe. 

The exact JAM specification is published on the OTA2 website and is shared 

with OTS and TOTSCo SforB. No CSF-specific envelope changes. 

2.3 The directory — three tiers 

Every MAP publishes its own CP Registry — a JSON document describing the 

MAP itself and the CPs it serves. Other MAPs collect each CP Registry over an 

OAuth-protected REST API and converge them into their own private Master 

https://www.offta.org.uk/
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Registry. From that master, each MAP derives a Directory — a filtered view it 

shares with its own CPs for brand lookup and search.  
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T I E R  W H O  P U B L I S H E S  
W H O  
C O N S U M
E S  

CP Registry Each MAP, one per MAP, JSON over HTTPS + OAuth Every other 
MAP 

Master 
Registry 

Each MAP, privately, by merging all collected CP 
Registries 

The MAP 
itself 

Directory Each MAP, derived from its Master Registry The MAP's 
own CPs 

 

The CP Registry shape is a strict superset of the TOTSCo OTS/GPLB 

directory — TOTSCo can ingest a CSF registry with its existing parser; CSF-

specific fields (signing[], contact[], outage[], sponsorship) are additive and 

never breaking. 

2.4 RCPIDs and DNS-based identity 

A CP brand has one RCPID — a UUIDv4 identifier (the CSF format). The 

RCPID stays with the brand for life. It does not change when the CP moves 

MAP; it does not change at company merger; it does not change when a CP 

becomes a MAP-of-1. 

Identity ownership is established by two DNS TXT records the CP itself 

controls: 

● [RCPID]._domainkey.[cp-domain] — the CP's public DKIM key. 

Whoever holds the private key can sign on the CP's behalf. By rotating 

this record the CP chooses who that is. 

● [RCPID]._mapkey.[cp-domain] — names the MAP currently authorised 

to act for this CP. Other MAPs read this to know which MAP to talk to. 

 

This is the lever that gives CPs MAP independence. Changing MAP is a two-

record DNS update.  
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2.5 The message flow 

 

End-to-end, every successfully accepted message returns HTTP 202. The 

receiving MAP delivers internally to its CP through whatever channel it 

chooses. 
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3. What you build 

You need five things up and running for a CSF MAP — including a MAP-of-1. 

The fifth (DNS) is a one-off setup; the rest are services your stack runs 

continuously. 

3.1 Letterbox API (inbound) 

A single HTTPS endpoint that accepts a POST of a signed JAM envelope, 

validates the OAuth token, validates the envelope and DKIM signature, queues 

for internal delivery, and returns HTTP 202 on acceptance. 

Typical URL form: https://api.{yourdomain}/csf/letterbox/2.0/post 

Behaviour: 

● TLS 1.3 only. 

● OAuth 2.0 client-credentials bearer token validation. 

● DKIM signature verification against the source CP's DNS-published 

public key. 

● HTTP 202 on accept · HTTP 401 on bad token · HTTP 403 on bad 

signature · structured 9xxx industry error codes for envelope/process 

problems · CSF-specific 8xxx codes for signature / verification failure. 

 

3.2 Directory API (outbound) 

A single HTTPS endpoint that returns your CP Registry as JSON over a GET. 

Every other MAP polls this on a schedule (recommended 5 minutes; minimum 

60 seconds; maximum hourly) to refresh their Master Registry. 

Typical URL form: https://api.{yourdomain}/directory 

Behaviour: 

● OAuth-protected (same IdP as the Letterbox). 

● Returns application/json with two sections — map (your MAP 

metadata) and list (your CPs). 
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● Update on any material change (a new CP, a status flip, a key 
rotation).  
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3.3 OAuth 2.0 IdP 

Standard client-credentials flow. Issue bearer tokens to other MAPs after 

credential exchange; validate tokens on every inbound call. Most CPs and 

MAPs already operate an OAuth IdP for their TOTSCo integration — reuse it. 

3.4 DKIM signing 

Pick a mature RFC 6376 library: 

● Java — Apache James jDKIM 

● .NET — MailKit 

● Go / Python / Node — equivalent libraries available 

 

Sign outbound messages with the CP's private key, place the signature in the 

X-CSF-SIGNATURE HTTP header, and verify inbound signatures against the 

source CP's DNS-published public key. RSA-2048 or Ed25519 (RFC 8463); 

both are valid. 

3.5 Monitoring, retry, on-call 

The CSF mandates 99.95% availability ("three nines and a five"). You need: 

● A service-status URI that returns machine-readable health. 

● Exponential-backoff retry on transient failures, honouring Retry-After 

on 429 / 503. 

● Circuit-breaker on persistent peer failure. 

● A 24×7 incident-response posture. 
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4. DNS records 

A CP needs two records per brand, plus one record per signing key pair. All 

under DNS the CP itself controls (not the MAP). 

; ── Public key the MAP signs with on this CP's behalf ───────────────── 
[RCPID]._domainkey.[cp-domain]   TXT   "v=DKIM1; k=rsa; p=<base64-pubkey>" 
 
; ── Which MAP is currently authorised to act for this CP ───────────── 
[RCPID]._mapkey.[cp-domain]      TXT   "v=CSF1; map=[map-domain]" 
 
; ── Optional: alternative signing algorithm (Ed25519) ──────────────── 
[RCPID]._domainkey.[cp-domain]   TXT   "v=DKIM1; k=ed25519; p=<base64>" 

 

The CP owns these records. Changing MAP = rotate _mapkey and (optionally) 

_domainkey. The new MAP picks up its authorisation at the next directory poll; 

the old MAP loses its authority the moment the records change. 

T I P  

Keep the DNS zone independent of the MAP. If the MAP fails or you fall 

out with it, you still control your identity. 
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5. Onboarding — the five phases 

The CSF runs a five-phase onboarding handled by a Sponsor MAP (any MAP 

already on the network). The Sponsor MAP is allocated through an open 

rotation managed via the sponsorship object in the CP Registry (see 

Onboarding & Testing Process §3.4). 

P H A S E  W H A T  H A P P E N S  G A T E  

1. Discovery & 
planning 

Read the spec; identify your Sponsor 
MAP; provision DNS zone, TLS certs, 
OAuth IdP. 

Spec read; Sponsor MAP 
assigned. 

2. Build Stand up the Letterbox + Directory API 
in pre-production; integrate the DKIM 
library; publish the CP Registry. 

All five components live in 
pre-prod. 

3. Test Run the TAG Baseline Test Suite with 
your Sponsor MAP. Functional + retry + 
signature + load. 

All baseline tests pass. 

4. Operational 
validation 

72-hour soak in pre-prod with ≥50% 
bilateral coverage; on-call rota live. 

Soak completes; alerts 
fire correctly. 

5. Production 
cutover 

DNS records flipped; first live messages 
traverse. 

Production traffic 
confirmed bilaterally. 

 

The full baseline test suite, status model, NowYoYo PKI test harness, and the 

test-traffic flagging rules are in the Onboarding & Testing Process. 

Sponsor MAP fees — free by default; capped when significant support is 

needed. Sponsor MAPs are not expected to charge for onboarding another 

MAP. There is an option to charge a fee capped at £3,000 + VAT when 

significant time and effort is required for a traditional (multi-CP) engagement. 

The option exists because the CSF expects the Sponsor MAP to apply a 

quality gate — all checks and baseline testing completed to TAG standards. 

The actual fee is a negotiation between the Sponsor MAP and the new MAP 

and depends on how much support the new MAP needs. A set of shared test 

endpoints will be created over time to further reduce sponsoring effort and 

cost. A MAP is only charged once for onboarding, regardless of how many 

industry protocols it eventually carries on the CSF. 

For a single-cp (MAP-of-1) engagement, the cap is further reduced to a 

maximum of £350 + VAT. 

/Volumes/markdelo/AI_Projects_Mini_1/Connected_Service_Framework/branding/CSF-Onboarding-Testing-Process-v4-vibrant.docx
/Volumes/markdelo/AI_Projects_Mini_1/Connected_Service_Framework/branding/CSF-Onboarding-Testing-Process-v4-vibrant.docx
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6. MAP-of-1 — what's different 

A CP becoming a MAP-of-1 follows exactly the same five-phase plan, with 

three concrete relaxations recognised by the spec: 

● Phase 4 is relaxed. The 72-hour pre-prod soak and the ≥50% 

bilateral-coverage requirement are waived. The CP carries the 

operational risk for its own traffic directly, so the framework defers the 

depth of pre-prod testing to the CP's own judgement. 

● `single-cp` Sponsor fee fast-track. Sponsor fees for single-cp 

engagements are capped at a maximum of £350 + VAT (versus the 

£3,000 + VAT ceiling on a traditional multi-CP engagement). In 

practice the reduced scope — one CP, one brand, no managed-multi-

tenant complications — keeps fees well below even the lower cap. 

● Big-bang cutover. Because the industry directory carries a CP brand 

exactly once per process, the move from a previous MAP to MAP-of-1 

is atomic at DNS-rotation time. Either you're served by the old MAP or 

you're a MAP-of-1. There is no dual-presence transitional period. 

 

In-flight orders at cutover time are handled by your own CRM (the authoritative 

source) — your previous MAP has no obligation to forward in-flight traffic after 

the DNS flip. 

Migration from TOTSCo SforB to a CSF MAP-of-1 is the canonical "escape 

path" the CSF was built to provide. The full process — including the pre-

migration capability checklist — is in Master Doc §7.4. 

O T S  S T A Y S  A T  T O T S C O .  

OTS is Ofcom-mandated to TOTSCo as the single industry platform. Only 

SforB (and other non-OTS protocols the TAG adds in future) is moveable 

to the CSF. 
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7. Operating the CSF 

Day-to-day operation reuses infrastructure you already run — there's nothing 

CSF-specific about resilience or monitoring once the framework's expectations 

are met. 

Availability target — 99.95%. Aligns with the TOTSCo SLA so industry SLAs 

stay consistent across both transports. Standard enterprise resilience patterns 

apply: load-balanced letterbox, redundant OAuth IdP, multi-region DNS, retries 

with jitter. 

Retry and circuit-breaker. Exponential backoff with jitter on transient errors. 

Honour Retry-After on 429 / 503. Circuit-break a peer after N consecutive 

failures and resume on next health-check probe. 

Outage publication. Publish operational outages in the map/outage[] array of 

your CP Registry — ITIL-priority entries with start/end timestamps, affected 

services, descriptions, escalation contacts. Every other MAP picks them up on 

the next directory poll. Also publish a map/serviceStatusServiceURI if your 

stack has a programmatic health probe. 

Audit. Retain audit and metadata on every transaction — minimum 2 years 

for normal traffic, 5 years for emergency-migration event logs. Audit data 

includes correlation IDs, the per-message test=true flag, the optional X-CSF-

ROUTE header (which records the route taken through the network), and the 

structured 9xxx / 8xxx error codes returned in synchronous responses. 

Test traffic flagging. Every test message MUST carry auditData.test=true. 

The onboarding MAP overrides this flag until the CP passes its exit criteria — 

even if the CP sets it themselves. Production telemetry excludes test traffic by 

rule. 
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8. Migration and continuity 

The CSF is built to eliminate vendor lock-in. Two kinds of move: 

Normal MAP change (CP-initiated). The CP updates its two DNS records 

(_mapkey and, optionally, _domainkey). All MAPs pick up the change at their next 

directory poll. No business state moves between MAPs except in-flight orders, 

which the old MAP exports and the new MAP imports through the standard 

migration path. 

Emergency migration (MAP failure or removal). Six triggers — MAP failure 

(T1), administration (T2), TAG-suspended (T3), TAG-removed (T4), MAP 

unresponsive (T5), CP-initiated (T6). If the original MAP is online, the 

migration completes in a few hours. If offline, the cap is ≤ 2 working days, 

with the CP's own CRM acting as the authoritative source for in-flight orders. 

The full process — six triggers, happy / unhappy paths, RACI, fee guidance, 

and 5-year audit retention — is at Master Doc §8.2. 

Every MAP MUST support emergency on-boarding of an existing CP as a core 

capability. This is the framework's business-continuity promise. 
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9. Cost and timing 

Transport cost: £0. No CSF licensing fees, no per-message charges, no 

subscriptions, no participation fees. 

I T E M  C O S T  

CSF framework £0 

Per-message charges £0 

Annual participation fee £0 

Sponsor MAP onboarding (traditional, 
multi-CP) 

Free by default; capped at £3,000 + VAT when 
significant support is required (one-off; covers any 
future protocol the MAP carries) 

Sponsor MAP onboarding (single-cp / 
MAP-of-1) 

Free by default; capped at £350 + VAT when 
significant support is required 

DKIM signing library One-off integration (off-the-shelf) 

Recurring DNS / TLS / OAuth / 
monitoring 

Same components a CP already runs for TOTSCo 

 

Indicative Stages for a competent in-house build: 

● Discovery + Sponsor MAP engagement. 

● Build (Letterbox + Directory + DKIM integration). 

● Test (TAG Baseline Test Suite, signature, retry). 

● Operational validation soak (waived for MAP-of-1). 

● Production cutover. 

 

The actual timeline will vary depending on the size and focus of the team. 

Faster for a MAP-of-1 because Phase 4 is relaxed; slower if the team is new to 

OAuth, DKIM, or DNS-based identity (in which case the spec is also a good 

capability-build investment). 
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10. Where to look next 

This handbook is intentionally short. When you need the normative detail, the 

documents below are the canonical references. 

Y O U ' R E  L O O K I N G  F O R  R E A D  T H I S  

The strategic and architectural view Master Doc — Part 1: Framework 

Wire-level reference + OpenAPI spec Master Doc — Part 2: Implementation 

Hands-on onboarding + the TAG Baseline 
Test Suite 

Onboarding & Testing Process 

TOTSCo HMAP integration (out of scope 
for this handbook) 

TOTSCo HMAP Integration Guide 

CP rights — what every CP gets from the 
framework 

CP Rights Charter 

Definitions and abbreviations Definitions & Terminology 

Common questions from the GPLB 
Steering Group 

FAQ — GPLB Steering Group 

Common questions from TOTSCo FAQ — TOTSCo Integration 

 

The Telecom Technical Architecture Group (TAG) maintains the working 

draft and publishes versioned releases on the CSF website. Contact the TAG 

steering group via the published TAG contact channels to engage on 

contributions, defects, or implementation questions. 

 

  

/Volumes/markdelo/AI_Projects_Mini_1/Connected_Service_Framework/branding/CSF-Onboarding-Testing-Process-v4-vibrant.docx
/Volumes/markdelo/AI_Projects_Mini_1/Connected_Service_Framework/branding/CSF-TOTSCo-HMAP-Integration-Guide-v4-vibrant.docx
/Volumes/markdelo/AI_Projects_Mini_1/Connected_Service_Framework/branding/CSF-CP-Rights-Charter.docx
/Volumes/markdelo/AI_Projects_Mini_1/Connected_Service_Framework/branding/CSF-Definitions-and-Terminology.docx
/Volumes/markdelo/AI_Projects_Mini_1/Connected_Service_Framework/branding/CSF-FAQ-GPLB-Steering-Group.docx
/Volumes/markdelo/AI_Projects_Mini_1/Connected_Service_Framework/branding/CSF-FAQ-TOTSCo-Integration.docx
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Document Control 

V E R S I O N  D A T E  D E S C R I P T I O N  

1.0 2026-06-23 First-draft CSF Handbook. A5 booklet variant aimed at 
MAPs and prospective MAP-of-1 CPs; excludes HMAP. 
Distilled from the Master Document and the standalone 
Onboarding & Testing Process. 

 


